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INTENT:
Rapidly mature and optimize
the country’s lead federal
civilian cybersecurity agency
to protect the nation’s
federal networks and 16
critical infrastructure sectors
that underpin the American
way of life. 

The Cybersecurity and Infrastructure Security
Agency (CISA) was created by Congress in
partnership with the Trump administration in
2018 and has since been granted several new
authorities and increased funding levels. CISA
serves as the Nation’s risk advisor and leads the
national effort to protect critical infrastructure
from cyber and physical threats. CISA also serves
as the lead federal agency for cybersecurity
information sharing between the government and
the private sector.
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CISA 2025 OVERVIEW

TENETS

Measure Outcomes
Identify performance
objectives, outcomes,
and metrics to
determine progress
and identify areas for
improvement in
national cybersecurity.

Optimize the
Organization
Achieve a unified,
efficient, and
mission-focused
Agency.

Grow an Expert
Cyber Workforce
Mature public sector
cybersecurity
education, training,
and career pathways
through innovative
approaches.

Enhance Operational
Visibility
Centralize Federal
Civilian Network
Security and enhance
coordination across
critical infrastructure
sectors. 

Advance Capabilities
Aggressively grow
cybersecurity
capabilities to ensure
resilience of the
technology that
underpins U.S. critical
infrastructure.

Harness
Partnerships 
Cement CISA’s role
as a stakeholder-
centric organization
and build strong
relationships across
the government,
private industry, and
other key cyber
organizations.  

execute its new authorities and funding, and 
quantitatively exhibit its value-add in
improving federal and critical infrastructure
cybersecurity. 

CISA 2025 is an oversight, engagement, and
legislative roadmap for CHS Republicans to
ensure CISA matures into a more effective
operational agency by 2025, while avoiding
bureaucratic inertia. This roadmap will focus on
ensuring CISA can:

PURPOSE:


